Executive Family /95\

Attack Scenario VAL REGHIENCE

1. Attackers target the GEO of "YourGompany" but cannot find an easy way to get to him.

2. Next they target his family by reviewing Facebook, LinkedIn, Twitter and discover he is a
happily married father of one teenage daughter.

3. Attackers create a fake FaceBook account and "Friend" daughter. Overtime they create a
friendship with her and share files, etc.

4. Daughter uses shared family computer to access FaceBook and attackers send her a malware
laced file that installed a backdoor and sniffer on the computer.

5. CEO logs into corporate email account webmail from family computer and his credentials are
harvested by attackers.

6. Attackers can now login to CEOs email and obtain critical business IP, etc.

CEO Corporate Email

Prime Target Compromised

CEOQ Credentials

Secondary Target Compromised

Note: It is common practice for attackers when targeting high profile employees to in turn target their families in an
effort to gain access to corporate credentials.
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