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Scenario TOTAL RESILIENCE

—— Security is just the beginning —

Hacker tries unsuccessfully to hreach your network
Hacker scans the internet for compromised sites and credentials
Hacker finds a set of sfolen credentials for John Smith (JSmith@yourcompany.com)

1.
2.
3.
4.

Hacker uses sfolen credentials to authenticate to your VPN service and has full, trusted access to your internal network

FAILED

SUCCESS

Note: Users tend to use a common email account for multiple twitker [E) Blogger (mmiiika
other web services such as social networking, forums, etc.

Many times the email address they use is their work address. facebook Linkedm
Unfortunately history has proven that users tend to use the

same or a slight deviation of their password across multiple T \L

websites and services.

This common use of credentials could leave your corporate
network open for attack should one of the websites becomes
compromised.

Contact Total Resilience today to receive you free Domain Account Leakage Report and take the first step towards resilience.
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